E NORTHEAST

M EDICAL CENTTEHR

HIPAA
Privacy

Training
Manual

This Manual is intended for the training of all personnel who are involved in
the treatment of a patient or the payvment for that treatment while that
patient is at NorthEast Medical Center or any members of its Organized
Health Care Arrangement. This Manual is also intended for the training of
all personnel who are involved in the healthcare operations of NorthEast
Medical Center or any members of its Organized Health Care Arrangement.

April 2005

< Northliast Medical Center 2003



Contents

Overview Of Privacy Requirements .o 1
What Informaton Is Protectetdr e e ee e et e e e 1
What Makes Information "Individually Tdentifiable” Or PHIZ. .o 2
How May You Use PIIIP ettt oot e 2
Patient Notification Of Northeast's Privacy Practices ..o 3
When Is Patient Authorization Required For The Use And Disclosure Of PHI?. ... 4
Avoiding Authorization Requirement By De-Identifying PIL.....ooois 5
When You Can Disclose PHI Without Authorization.... e 5
Patients Can Opt Out Of Certain THSClOSULES .o 6
When To Talk To Family And Personal Representatives. ..o, 6
FPUNAIAISIIE oottt ettt bbb 7
IMATRELIN@ oo ettt et e n e et ar s 8
Media TQUITIES oot 3
Patient Right To Access And Receive Their PHI e ]
Patient Right To Request An Amendment To Their PHIL s 10
Patient Right To An Accounting Of The Disclosures Of Their PHI....coooi, 11
What You Should Know About Business ASSOCIATES oo iiiisiieeeisieiveeesiesiererenns 12
Computers AN PIIVACY ..ottt ettt 12
Practical Steps T'o Protect PHT e, 13
Cooperating With DFHS e, 13
What Iappens If You Don’t Comply With The Privacy Rule .o 13
HIPAA Post-Traiming TEST .oocoiii ittt esa e 15
D T TS e e e e e e 20
Acknowledgment Of Tralning ... 21

April 2003 i £ NorthlZast Medical Center 2003



Overview Of Privacy Requirements

This training manual covers the privacy requirements of the Health Insurance Portability and
Accountability Act of 1996 (HIPAA). The purpose of this manual is to acquaint the staff and
personnel of NorthEast Medical Center (“NorthEast”) and the members of its Organized Health
Care Arrangement (“OHCA”) as they relate to Northliast with the confidentality and patient
privacy policics and information security requirements of HIPAA’s Privacy Rule (“Privacy Rulc™)
and NorthEast. I'xamples of personnel who are required to comply with the Privacy Rule are health
carc providers (physicians, nurses, technicians, etc.), administrative personnel, billing personnel,
computer personnel, housckeeping, volunteers, risk management personnel, admissions personnel,
and any other person who is employed, works at or voluntcers at NorthEast who has or might have
access to a patient’s private medical information.

The Privacy Rule states that "covered entites” must comply with its regulations. Covered cntities
include most health care providers, clearinghouscs, and health plans. Under the Privacy Rule,
personncl involved in the treatment of a patient, in the billing for that trearment or in NorthEast’s
health carc operations must protect the confidendality of a patient’s medical information. NorthFast
has many policies and procedures in place to protect the confidentiality and privacy of medical
mnformation. This training is about those policies and procedures.

We recognize that patient records are kept in numerous locations, both onsite at NEMC and off-site
in clinics. When this manual refers to the “Release of Information Office” or to “Health
Information Management”, it means that office where the patient’s records are being kept and not
necessarlly NEMC’s Release of Information Office or NEMC’s Health Information Management,

What Information Is Protected?

Patlents arc increasingly worrled about who has access to their medical information.  For example,
some fear that their personal health historties could be used to deny them employment or insurance.
The Privacy Rule protects the records that hold a patient’s medical information and increases the
level of confidendality for those who use and disclose it.

Protected health information is not limited to a patient's clinical and medical information. It includes
any information that can identify the patient and is related to their past, present, or future physical or
mental health condition, and anything associated with health care services or treatment. For
example, it includes billing information, administrative information, or information used for quality
assurance or internal reviews. This information is considered “individually identifiable health
information” under the Privacy Rule and is afforded the protections of the Privacy Act. This
information will be referred to as Protected Health Information (“PHI™) in this training manual.

Paper records, electronic records, and oral communications which have PHI are all covered under
the Privacy Rule. However, protected health information is also found on IV bags, meal requests,
identification bracelets and admission papers. You must carefully examine the information you have
to determine if it is protected by the Privacy Rule. See NorthEast Poficy on Designated Record
Sets,

April 2003 1 © NorthEast Medical Center 2003



What Makes Information "Individually Identifiable" Or PHI?

The following list includes those pleces of information, alone or in conjunction with other
information, that makes information “individually identifiable” or PITT and, therefore, is subject to
Privacy Rule.

®  [Patient’s Name

®  Address

® Dates (not including age, unless patient is 89 or older)
® Tclephone Numbers

® T[ax Numbers

® LElectronic Mail Addresses

® Social Security Numbers

® Nedical Record Numbers

® [Health Plan Beneficiary Numbers

®  Account Numbers

® Certificate/License Numbers

*  Vehicle Identification and Serial Numbers/License Plate Numbers
* Device Idendfiers and Serial Numbers

.

Web Universal Resource Locators (URLs) and Internet Addresses
* Biometric Identifiers, Including Finger and Voice Prints
® JHull Face Photos

®  Any Other Unique Identifying Characteristic
How May You Use PHI?

The Privacy Regulation allows covered entities to use and disclose a patient’s PHT as long as they
follow the Privacy Rule. Ilowcver, you must make a reasonable effort to use and disclose only the
minimum amount of information necessary to treat the patient, secure payment, and conduct
standard organizational duties, such as audits and data collecdon. In general, this means that you
need o evaluate what 1s the least amount of information you need to do your job. For example, if
you are delivering medical supplies to a room for a patient, you do not need to access their entire
medical record and history. Likewise, the billing department does not need ro know what allergics a
patent has — they only need to know what that patient received so they can bill for it. However, a
physician does need to know a paticnt’s medical history so they can treat them properly. Likewise,
the Corporate Risk Services Department may need to do an audit of all cardiac patient records to do
a quality assurance assessment of a certain procedure.

Making minimum necessary determinations is a balancing act. You must weigh the need to protect
patients’ privacy against the rcasonable ability to limit the information that is disclosed, and still
deliver quality care, obtain the necessary payment or conduct the health care operation. For
treatment purposes, clinical staff and medical providers may use their best judgment to determine
the amount of medical information needed for the treatment of a partcular patient. This
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requirement to use and disclose only that information necessary to accomplish the intended purpose
is referred to as the Minimum Necessary standard.

To determine what 15 necessary to be disclosed and what should be withheld, consider the following
questons:

®* How much informadon arc you planning to use or disclose?
® How important is it that you use or disclose this information?
® What is the likelihood that further uscs or disclosutes could occur?

® Where is the information being disclosed (location) and in what form (e-mail,
conversation)r

NorthEast’s policies and procedures set forth guidelines on what the minimum necessary is based
on your category of health care professional. See NorthEast Policy for Use and Disclosure of
PHI and Minimum Necessary Use and Disclosure and NorthEast Policy on Use and
Disclosure of Protected Health Information.

Patient Notification Of NorthEast’s Privacy Practices

NorthlZast must provide the patient with a written Notice of Privacy Practices outlining our privacy
_ P \ ) g )
practices and patients’ rights. The Notice must:

¢ Inform patents of their rights and how to cxercise them.
® Disclose NorthEast’s privacy practices.
¢ Inform paticats about NorthEast’s responsibilities under the law.

® Intorm patients about all of the uses and disclosures of protected health information
required or allowed by law.

® Explain the process for patients to access their medical records and amend their
information.

® Provide the patient with the name and telephone number of NorthlZast’s Privacy
Official who can assist patients with privacy issues.

Patients must receive the Notice at the point that they receive their first service or as soon as
possible after emergency care. For most patients, this will be when they check in with Admissions.
If you work in the Emergency Department and the patient has not gone through Admissions, you
tust try to provide them with the Notice as soon as practicable after the emergency is over. The
Notice must be visible in high traffic arcas and will be posted on the NorthEast web site. In the
event NorthEast’s privacy practices change, the Notice will be revised to reflect those changes and a
new Notice will be given to patents. Patients will sign a wrirten verification that they have been
provided the Nodce.

You may be asked questions about NorthEast’s Notice. Please read the Notice carefully so that you
understand your obligations and responsibilitics with regard to paticnt privacy. Also, NorthEast is
required to designate a Privacy Official. The Privacy Official is responsible for the development and
implementation of privacy policies and procedures and is the point person to receive complaints,
inquirics and questions regarding NorthFast's privacy practices and the Notice. Contact the Privacy
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Official if vou have any questons about the Notice, See NorthFEasy Policy on Designation of 4
Privacy Official and C. ontact Person.

When Is Patient Authorization Required For
The Use And Disclosure Of PHI>

In general, you do not need an authorization when;

*  vouneed PII for treatment, payment and health care operations, as described above; or

* the use or disclosure of PHT s required by law, which will be discussed lager.

Based on this, o physician doces pot need an authorization ro use health information ro prescribe
drugs to a paticar. The Adimissions department does not need an authorization to enter the patent
in Northliasg’s svstem so they can track the patent’s admission and discharge (this is q healtheare
operation;. Finally, the biliing depariment docs not need an authorization 1o file a claim with 4
patient’s insurance. [f you are referring a patient 1o another physician, vou also do not need an
authorization to release the patient’s medical mformation because this i5 for the teatment of the
patient.

One exception to this rule 15 that you will need an authorization t disclosc psychotherapy noges.
Ps_vchothcrﬂp_v notes are notes recorded by & mental health care provider documenting or analyzing
the contents of counseling scssions, Eroup or private. These notes are separated from the rest of the
pattent’s record. The Privacy Rule Places a higher degree of protection on this type of information,
in part because it can be damaging to q patient if it fulls o (he wrong hands and the informaiion 1x
otlittle or no use 1o those absent trom therapy sessions.

When vou need 1o use of disclose a paticnt’s P tor any reason other than treaiment, pavment or
health cage operations, or as required by law, vou muse have the pauent sign an authorization fir.
For example, the patient must sign an authorizaton before you can use and disclose healih
Information for a business purpose, such as rclc*asing nformation to life insurance companics for
policy underwriting Purposcs or providing patient matling lists 1o marketing companics. Yo also
need an authorization if 4 patient wants vou o do g physical for an insurance form or for school
sports because these are not for lreatment.

In general, the Authorization Form must include: the name of the pauent, his or her signature, and
the person o whom the requesied information will be disclosed: a dcscripticm of the wformation
needed; an expiration dare capping the length of time (he Information can he used; and a Warning so
that the padent understands 1hat redistribured mformation may not necessarily continue 1o be
Protected. Onee g patent has given authorization for vou to use o disclose his patient im'(')rmﬂti()n,
he has the right to revoke the authorization gy any time and must complete the appropriate form to
do so. You can get an Authorization Form, from any nursing station, the Release of Information
Office, anv Northl fast clinic, the NorthEast Intranet and from the Privacy OMficial,

Specific individuals throughout NorthEast have been tramned to work with patients and others
requesting the use or disclosure of patient information. Iy js important thag VOu ensure that an
Authotizalion Form has been received and s in the file when hecessary. Any additiona] qUCStIons
vou have regarding authorization should be direcred o the Privacy Official,
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Avoiding Authorization Requirements By De-Identifying PHI

Under the Privacy Rule, you may use and disclosc health information without a patient’s
authorization 1f the informadon is first “de-identified” or stripped of all of its identifying elements
that make it protected health information. De-identification means that the information cannot be
uscd to identify an individual patient. For a complete list of data elements, refer to the section
cntitled “What Makes Intormation ‘Individually Identifiable’ Or PIIT » on page 2. Once thosc
clements are removed from the information, you can usc and disclose it without having to comply
with the Privacy Rule.

You should be aware, however, that it 1s possible that the remaining elements may identify a patient
even if the specific data clements are eliminated. For example, if you petform a study based on a
rare diagnosis, even after removal of required data clements, the patient may be identifiable due to
the rareness of the illness. Therefore, you should carefully review the information to ensure that it
cannot identfy the patdent in any way. See NorthEast Policy on De-Identifying and Re-
Identitying Protected Health Information.

When You Can Disclose PHI Without An Authorization

There arc cxceptional cases in which covered entites are required to release patient information
without an authorization. The following are some of those categories:

® ‘There are laws that require providers to report certain communicable diseases to state
health agencies, even if the patieat doesn't want the information reported.

®* The Food and Drug Administration requires certain information about medical devices
that break or malfunction to be reported.

® North Carolina requires you to report suspected child abuse or clderly abuse to the
police.

® Police have the right to request certain information about patients to determine whether
they should consider the patients suspects in a criminal investigation.

® Certain courts have the rights, in some cases, to order providers to release patient
information.

® Northbast must report cases of suspicious deaths or certain injuries, such as people with
gunshot wounds.

® NorthEast must report information about a patent’s death to coroners, medical
examiners and funeral directors.

® Some public health activities require NorthFast to disclose PHI, such as reporting
diseascs or collecting vital statistics, required under state and federal law.

® We may be required to disclose PHI to for health oversight reasons, including civil and
criminal proceedings, inspections, and audits.

¢ NorthEast must disclose a patient’s PHI to law enforcement officials when they have a
warrant, subpoena, or order 1ssued by a judicial officer.
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e Disclosure to rescarchers is permitted, 1f an institutional review board or privacy board
has approved a request for a walver of the requrement to obtain  indvidual
authorization.

e \W¢ may also disclose a patient’s PIHIT 1o organ and tssue procurement organtzations,
cuch as when they are in need of a transplant or when thev are organ donors and these
organizations necd to pick up the organs.

If vou have questions as 10 whether vou can use or disclose PII without an authorization, contact
the Privacy Otficial.
Patients Can Opt Out of Certain Disclosures

Paticnts can object to the use and disclosurce of their PIT in certain cases. I they do not object, the
information will automatically be included. Northbast’s Notice of Privacy Practices advises patients
of this right. However, you may be required to repeat that right 1o the patents.

The “opt out” option Is available for the Facility Directory which lists the patient’s name and room
pnumber. If someone asks for the panent by name, you can disclose this information 1t the patient
has not opted out of the Facility Directory. If a clergy member asks abour the paticnt, vou can also
give them the panents religious affiliaton.

\While a patient can opt out of being hsted 1n the facility directory (and, thercfore, limit who can
know the patent 15 at NEMC), 1t will not be readily apparent from the records system which
patients have cxercised thelr right to opt out. Therefore, you should only discuss a patlent’s name
and room number, general condinon or death with a personal representative ot the patient or
pugsuant to the patient’s authorization.  You should dircet all visitors to the NEMC receptionist,
‘The receptionist will be able to determine if the patient has opted out of the facility dirccrory. Inan
emergency or 1f the patient is incapacitated, use your professional judgment to determine if 1t 1s in
the best interests of the patent o disclose their information to a third person.

When To Talk To Family And Personal Representatives

Some patients have personal representatives, such as parents, guardians, spouses or pecple with
health care powers ot attorney. This will most likely be an tssue when a patient 15 a minor {a child
under 18 who s not emancipated, not married and is not the military), incapacitated (a patient
who cannot make decision for themselves), or has a legal representative.

You may discuss a patient’s condinon and treatment, or payment for that treaument, with a proper
personal representative in the following situations:

e With an adult patient’s legal personal representative (this includes emancipated minors).
This includes people with health care power of attorney, but not people with only a general
power of attorney.

e \With a minor patient’s parent, guardian or person standing in the place of a parent fa

grandparent, step-parent, teacher, babysitter, etc). Unless a parent’s rights have been
erminated or a court order says otherwise, you can discuss the medical condition of a nunor
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with the non-custodial parent. There are certain situations when vou should not disclose a
minor’s information even to a personal representative. These are:
* If the minor can consent to the treatment without a parent or guardian’s
permission, such as:
(a) Diagnosis and treatment of sexually transmitted diseases;
(b) Pregnancy and family planning services,
(c} Alcohol/drug abusc treatment, and
(d) Emotional disturbance.
¢ If the court has named someone clsc the personal representative.
¢ If the parent, guardian, or other person acting iz focw parentis assents to an
agreement of confidentiality between Northlast and the minor.
¢ 1f you believe the personal representative 1s abusing, neglecting or endangering
the pauent.

¢ If the patient is dead, then you can discuss their information with the patient’s exceutor,
administrator or person with legal authority to act on behalf of the cstate. This includes
tamily members with a durable power of attorney,

You must verify and document a person’s authority to be the patient’s personal representative. This
includes documenting the name and contact information of the personal representative, how they
qualify as a personal representative (kcep copies of any proof such as health care powers of
attorneys), and a description of what and why you disclosed to them, including any reasons why you
were prevented from disclosing to them. See NorthEast Policy on Personal Representatives.

Fundraising

The Privacy Rule allows NorthIast to use a patient’s demographic information and dates of service
for certain fundraising efforts without a patient’s authotization. Demographic information includes
names, addresses and other contact information, age, gender, and insurance status. It does not
include information about illness or treatment.

Permitied fundraising activities include requests for contributions and event sponsorships. They do
not include royaldes or remittances for the sale of products to third parties. Patients must be given
the option of opting out of future fundraising. This will be addressed in the fundraising materials
sent to the patient.

Only hospital-based foundations and certain business associates can receive fundraising informarion.
All marketing and fundraising activities must be approved and carried out by the Northiiast Medical
Center Foundation Office. See NorthEast Policy on Fundraising.

Marketing
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Usually, marketing requires an authorization from the patient. However, you are allowed ro have
face-to-face discussions with the patient or give them a promotional gift of nominal value. For
example, you can sull give a patient free samples without needing an authorization.

You can also discuss certain products and benefits with the patient without it being marketing and
without needing an authotization:

. You can describe a health-related product or service provided by NorthEast.

. You can discuss participating providers in the NorthIiast network, or health-related
products or services available only to a health plan enrollee that add value to, but are
not part of, a plan of benefits. You can also discuss products and services for the
patient’s treatment.

. You can discuss case management or care for the patient.

Any other communications which encourage a patient to buy a certain product or service, or any
disciosures of patient information to another provider in exchange for money, requires an
authorization and must be approved in advance by Strategic Planning and Market Development |
See NorthEast Policy on Marketing.

Media Inquiries

If the media asks about a patient, they should be referred to NorthEast's Strategic Planning and
Market Development Department. Please call the NorthEast Media Representative on call at (704)
783-3000. For examplc, if a racecar driver is injured and brought to NorthEast for trcatment, you
should not give any information to the media and refer them to the Media Representative. Tiven
then, the Media Represcentative should only confirm the driver’s admission and gencral condition.
No information regarding individual patients will be released without the authorization of the
paticnt or the patient’s authorized representative. See NorthEast Policy on Media and Patient
Information.

Patient Right To Access and Receive Their PHI

Patients can request access to their PHT kept in medical records, billing records, management
records or any other records that NorthEast uses to make patient decisions. T'o request access, the
patient must check the “Myself” box on the Authorization Form. These forms ate available at any
nursing station, the Release of Information Office, any NorthEast clinic, the NorthEast Intranet and
from the Privacy Official. All completed forms should be sent to Release of Information Office.

In general, a patient will be allowed to access his requested records. The Release of Information
Office will be responsible for giving notice to the patient of the access and coordinating the patient’s

access to those records within certain time limits.

In certain situations, however, a paticnt is not entitled to access their medical records.  These
include:

" DPsychotherapy notes (notes recorded, in any medium, by a mental health professional
documenting or analyzing the contents of conversation duting 2 private counseling
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session or in a group, joint, or family counscling session and that are scparated from the
rest of the individual’s medical record).

* Information gathered for a legal proceeding (civil, criminal or administrative).

® Information subject to the Clinical Laboratory Improvement Amendments of 1988
(“CLIA”), which only allows clinical personnel ordering laboratory tests to access the
test results or reports and does not allow patients to access this information.

* The paticnt is an inmate of a correctional facility or NIXMC is acting under the direction
of a correctional facility and the release of PIII could jeopardize the health, safcty,
security, custody, or rehabilitation of the patent or other inmates, or the safery of any
officer, employee, or other person at the facility responsible for transporting the inmate.

® The pateent is participating in research which includes treatment and he has agreed not
to access the PHI while the research is in progress. However, the patient may be given
access to the PHI when the research is completed.

* The paucnt’s request would require access to PHI that is contained in records that are
restricted by the Privacy Act.

* Someonc other than a health care provider gave NEMC the patient’s PHI under a
promisc of confidentiality, and allowing the patient to access the PHI would likely reveal
the source of the information.

The denial of the access request in these situations will be automatic and the patient does not have a
right to have that denial reviewed. The Release of Information Office will be responsibic for
notifying the patient of the denial in writing within cerrain time frames.

Somctimes, a health care provider may feel that the patient should not be allowed to access his
medical record. This would occur if:

® The health care provider determines that a paticnt’s access to the record is likely to
endanger the life or physical safety of the patient or another individual.

®  T'he PHI references another person who is not a health care provider and the health care
provider determines that allowing the patient to access this information will likely cause
substantial harm to that person.

* 'The health care provider determines that allowing a patient’s personal representative
access to the file could result in harm to the patient or another individual.

The health carc provider should flag the file so that the Release of Information Office will know
that the access request should be denied but that the patient must be advised they have a right of
review. If the patient invokes that right of review, the Release of Information Office will forward the
file to the Privacy Official

If there is a review, a licensed health care provider will be assigned to review the request and make a
reasonable decision about whether to grant or deny the request within a certain time of it being
submutted by the patient. If the request is granted, the Release of Information Office will give the
patient written notice of the decision and either provide actual access to the patient or, if they agree,
provide them with a summary. If the request is denied after review, the patient may request that the
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denial be reviewed by a different person in certain situations and subject to the processes set forth in
NorthEast’s policies and procedures.

NorthEast may charge reasonable fees for copying and mailing the PHI to the patent. A copy of
the request, all decisions and all notifications should be kept in the patient’s file, in addition to other
documentation. See NorthEast Policy on Paticnt Right to Access and Receive Protected
Health Information.

Patient Right To Request An Amendment To Their PHI

Pattents have the right to request that NorthEast amend their PHL A patient must complete the
Request for Amendment of Protected Iealth Information Form. These are available at any nursing
stations, the Release of Information Office, any NorthFast clinic, the NorthEast Intranct, and from
the Privacy Official. All forms should be sent to Health Information Management.

If you have first hand knowledge about the information the patent wants to amend, you will work
with the Privacy Official to review the information and make scveral determinations about its
accuracy and content. Based on that review, the information may or may not be amended. Tf the
request is denied, the patient has a right of appeal and the Privacy Official may contact you again.

A request for amendment will be denied if:

® The PHI or record was created by somcone other than NorthFast,

® The PHI the paticnt requested to amend was not part of the designated record set
covered by the Privacy Rule,

®* The PHI or record the patient requested to amend was psychotherapy notes, it was
informaton compiled in anticipadon of or for use in a civil, criminal or administrative
proceeding, or subject to CLIA restrictions, or that the PHI or

® Record was accurate or complete.

If the request is denied, a patient has the right to file a disagreement statement with the Privacy
Official. A decision to grant or deny a request for amendment must be given n 60 days, but can be
extended an additional 30 days if necessary and if proper notice is given to the patient.

The Privacy Official and Health Information Management will be responsible for amending the
patient’s health information. A health care professional should not amend the record. The
information that is amended will not be deleted; instead, the record will include both the original
information and the amended information. The record will also include any disagreement statements
filed by the patient and the rulings on those statements. NorthEast must notify the people who
have the information in their own file so it can be properly amended, as well as those people
identified by the paticnt as needing the amended information. See NorthEast Policy on
Amendment of Protected Health Information.

Paticnt Right To An Accounting Of The Disclosures Of Their PHT
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A patient has the right 1o request an accounting of when, what, 10 whom and why their PHI was

disclosed. Northliast has computer programs 1 place to account for these disclosures
clectrondcally.

The patient must complete the Accounting of Disclosures of PHI Form. These are avallable atany
nursing stations, the Release of Informaton Oftfice, any NorthEast clinic, the Northliast Intrance,
and from the Privacy Ovfficial. All forms should be forwarded to Fealth Informaton Management

A patient €an request an accounung of most disclosures of ther PHI, exeent the following:

e  Disclosures for health care treatment, payment, or operations;

o Disclosures to the patient;

¢ Disclosures incident to permitted disclosures;

e Disclosures pursuant 1o a vald authorizanon;

e Disclosures for the facility’s directory or used to notfy other’s involved in the
patient’s care;

e  Disclosures to national securlly of intelligence:,

e Disclosures to correctional facilitics or law enforcement officials;

Disclosures for a limited darta set; or

e Disclosures made prior to April 14, 2003,

Even though not all information is provided to the patieat, NorthEasts system will keep track ot
every personnel’s access of a pauents information. ‘Theretore, you should not access records of
patients who are not under your care. bor example, vou should not be checking the medical status
of the racecar driver if you are not on his treating team. It vou violate the poliey, Northliast will
take disciplinary action.

I{ an accounting of disclosures 13 provided, the accountng will include the date of the disclosure; the
name of who received the PHI and heir address 1f kaown; and a brief statement that advises the
patient why the disclosure was made or a copy of a written request for the intormaton,

The Privacy Official or his/her designee will be :'csp(msible for giving the panent the accounting of
disclosures. You should cooperate with any requests or INquITICes from the Privacy Official related to
the accounting. See NorthEast Policy on Accounting of Disclosures of Protected Health
Informarion.

What You Should Know About Business Associates

Sometimes, Northliast uses outside people and companies 1o help us with our operauons who need
o access PHI to do their jobs. These people and companies are known under the Privacy Rule as
“Business Assoclates”, Some examples of NorthBast’s Business Associates are lawyers, accountants,
healthcare consultants, transcription agencies, and software vendors. The list of possible Business
Associates for Northliast 1s extensive, so this is a key area of concern for Privacy Compliance.

NorthEast cannot disclose PIIT to Business Associates unless the two partes have a contract.  The
vpe of contract used 1s called a Business Assoclate Agreement. The Business J\ssociate JAgreement
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must contain specific provisions, including a confidenuality clause that holds Business Associates
accountable for protecting private patient information. The Business Associate cannot usc or further
disclose the information in a manner that violates the Privacy Rule. In fact, they must safeguard the
information as if they were the covered entity.

NorthEast must ensurc that a Business Associate’s subcontractors also follow the Privacy Rule and
that the Business Associate Is required to report any breach of privacy to Northliast. NorthEast
must take the necessary steps to decrease the potential for misuse and disclosure of PHI by Business
Associates and may terminate a Business Associate if they fail to meet their dutics of privacy and
confidentiality. If termination of the contract is not possible, then Northllast must report the
Business Associate to the Secretary of the Department of Health and ITuman Services.

Information provided to a Business Associate should be the minimum amount necessary to
accomplish the intended purpose. Health care providers can rely upon their professional judgment
of the Business Associate to determine the information needed. NorthFast’s 1.cgal Department is
coordinating Business Associate Agreements and has a standard Business Associate Agreement that
15 located on the NorthEast Intranet. Any Business Associate Agreements presented 1o vou by a
Business Associate should be submitted to the Legal Department and can only be signed by an
authorized NorthEast Vice President. See NorthEast Policy on Business Associates.

Computers And Privacy

We use computers in almost every aspect of operating NorthFast, treating out patients and billing
for our services. Therefore, NorthEast has put certain safeguards in place to protect the privacy of
the PHI which is on our system and to restrict who can access that PHI. You will be assigned a
password that is only intended for your use. DO NO'L share the password with any other person, or
this will be considered a violation of NorthFast policy and result in disciplinary action. Make sure
that when you are done using the computers, vou log off. Leaving a computer screen on with a
patient’s PHI for anyonc to see 1s considered a violation of the Privacy Rule.

Computers arc only returned, discarded or donated through the Information Systems Department,
which will remove PHI and software from the computers. Only Information Systems emplovees will
load softwarce. Information Systems will work with software vendors regarding maintenance or
installaton services and make sure that they have signed a Business Associate Agreement before
they can perform such services. Contact the Information Systems Department with any issues about
computers and software.

Practical Steps For Protecting PHI

Protecting PHI is a top priority while performing your job. Computers, cell phones, and hand held
devices are technological necessities, but using them carries extra responsibility in the privacy cra.
Taking a few precautions can go a long way to avoiding a HIPAA violation:

* Avold discussing patient information in public arcas such as elevators, cafeteria, and the gift
shop.

* Do not leave patient information unattended where others can see it. This is especially
important in public buildings, provider locations, and areas with heavy pedestrian traffic.
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*  When you are checking somecone into the hospital, do not discuss their medical information
so other patients or gucsts can hear it.

*  When you arc done vsing paper patient information, return it to its appropriate location (i.c.,
Health Information Management or a file at a nursing station.)

* When you are done accessing electronic patient information, log off the system. Do not
lcave the informarion visible on an unattended computer monitor. Do not share passwords.
Sharing your password is grounds for sanctdons.

* DO NOT place PHI in the trash can. Make sure all paper patient information is shredded
before being disposed.

® When faxing patient information, make sure vou are faxing to a dedicated fax machine in a
secure location and that you put a cover sheet on the fax.  Call the person you are faxing
and vernfy you have the proper fax number before sending the fax. Do not leave faxes lving
around unattended.

Sec NorthEast Policies on Faxing and Privacy Safeguard..
Cooperating With DHHS

The Department of Fealth and Human Services is the federal agency that is responsible for ensuring
that covered entities are complying with the Privacy Rule. Therefore, DIIIS may investigate our
records and practices. The Privacy Official will be responsible for handling all communications and
documents with DHIIS. 1f you have any questions or arc contacted by DHHS, call the Privacy
Official. See NorthEast Policy on Compliance with the Department of Health and Human
Services

What Happens If You Don’t Comply With The Privacy Rule

Tt 1s very important that you follow NorthEast’s policics and procedures or the Privacy Rule,
Violating the Privacy Rule and NorthEast policies and procedures is very serious. If you violate
them, you will be reprimanded. Reprimands wil range from a Final Written Reprimand to
Termination. See Personnel Policies HR 5.06 and HR 5.08

You will not be sanctioned if you are disclosing PHI to report it in good faith to a health oversight
agency, to report to an authorized public health authority, to report NorthIlast for violations or
dangerous, uncthical or illegal conduct, or to file a complaint with the Department of Health and
IHuman Services. See NorthEast Policy on Retaliation for Complaints.

The federal government may also impose certain sanctions under HIPAA. For civil penaltics, $100
per person, per violation with a maximum of $25,000 per person, per standard, per vear. Lior
criminal penalties, 1-10 years in jail and up to $230,000 in penaltcs. See NorthFEast Policy on
Sanctions and Mitigation for Privacy Violations.
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